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•
    Namespace Isolation

File Systems, Filesets 
and namespace isolation 
allow tenants to operate 
within separate logical 
partitions securely and 
efficiently.

•
     Access Control

Remote Fileset Access 
Control restricts visibility 
and access to authorized 
filesets only, enhancing 
security.

•
 Security & Data Privacy

Tenant-specific key 
encryption ensures data 
confidentiality and enables 
secure deletion for privacy.

•       
•     Performance & Failure 
•      Isolation 

Ensures that each tenant 
operates independently 
without impacting others

3

Key Capabilities for Secure Multitenancy 

“IBM Storage Scale & Storage Scale System is a multitenant storage 
solution allowing multiple tenants to securely share the same storage 

infrastructure while maintaining secure, logical separation”
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NEW
!!!

We just announced the 

Multi-tenancy Reference 

Architecture Document

https://ln
kd.in/erV5mGGe
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Allow multiple tenants to utilize a common storage system
IBM Storage Scale System and IBM Storage Scale 

On Storage cluster allocate storage resources per 
tenant

– Storage amount (limit with quotas / filesystem 
space)

– Read/write bandwidth (limit with QoS) 

Prevent a tenant from accessing or damaging 
another tenant’s data

Allow the tenant control over the allocated storage 
to the extent possible

Multitenancy in Scale with native POSIX access

– Storage cluster:  data storage and management

– Each tenant owns a client cluster which 
remotely-mounts a file system from storage 
cluster

– Tenant accesses either a file system or a fileset

– Scale Client cluster independently (compute 
resource) 
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File System Multitenancy
Secure Resource Sharing

Storage Cluster

Filesystem A Filesystem B

Remote
Mount

Authorization

Remote
Mount
Authorization

Access Control
Encryption

Each tenant mounts a dedicated file system from the storage cluster with 
enforced QoS, encryption, and access control. Better failure isolation. Suited for 

small number of tenants.

Tenant Cluster A

File system
QoS

Fileset
Sub-tenants

Tenant Cluster B

File system
QoS

Fileset
Sub-tenants
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Fileset Multitenancy 
Fine-grained Resource Sharing

Storage Cluster

Fileset A Fileset B

Remote
Mount

Authorization

Remote
Mount
Authorization

Access Control
Encryption

Filesets provide namespace isolation, quotas, encryption, and QoS per tenant for 
granular control. Suited for large number of tenants. 

Tenant Cluster A

QoS
Limits

Fileset
Quotas

Tenant Cluster B

QoS
Limits

Fileset
Quotas

RFAC
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What to choose File System or Fileset ?

Use File System Multitenancy
• Dozens of tenants
• Stringent security separation
• Better failure isolation
• Enables independent filesets 

for sub-tenants

Use Fileset Multitenancy
• Hundreds of tenants or more
• Departmental tenants
• Better resource sharing & 

utilization
• More fine-grained storage 

allocation – based on quotas
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Secure Multitenancy
Data Encryption with tenant keys

Storage Cluster

Each tenant uses a dedicated encryption key to encrypt the data.

Tenant Cluster A

Data
Encryption

Tenant Cluster B

Data 
Encryption

Key Server

Data 
Encryption

Access to “Tenant B” key only

    Access to 
“Tenant A” key 

Access to all tenant keys
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Tenant Day-2 Management - I

• With 6.0.0.0, the Storage Admin / provider needs to perform the 
bulk of operation on behalf of a tenant
• Some offline communication needed between tenant and Storage 

Admin
• The GUI automation will make the exchanges between tenant and storage 

seamless – Comes with 6.0.1.0
• Future releases will give more capabilities to the tenant admin
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Tenant Day-2 Management - II
Tenant operations
• Manage files and folders including 

ACLs
• Copy/Restore individual files from 

snapshot
• Take backup of the tenant fileset 

using mmbackup command with –-
allow-backup-on-remote option
• Run LIST ILM policy against the 

fileset using mmapplypolicy 
command with –-allow-scan-on-
remote option

Storage Admin operations
• Extend/reduce capacity and inode 

quotas
• Extend or reduce QoS throttles
• Create and link a dependent fileset 

inside the tenant fileset
• Set ILM policies 

(placement/migration/encryption) on 
the file system

• Take snapshots of the tenant fileset
• Restore tenant fileset from snapshot
• Encryption Key rewrap/rotation
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Protocol Multi-tenancy 



Storage Scale 
Cluster

File System

Fileset

Fileset

Fileset

IBM Storage Scale Protocol Multitenancy (Storage admin managed)

Shared CES Cluster 

Storage Scale Cluster

File System

Fileset

Fileset

Fileset

File System

Fileset

Fileset

Fileset

Per tenant CES Cluster 
with dedicated Filesystems
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• CES Cluster managed by storage admin
• Shared Authentication Env.
• Isolation through Protocol Security 

(Exports/ACLs)
• Quotas / Qos on Fileset level

CES Cluster Tenant 
#2

CES Cluster 
Tenant #1

• CES Clusters managed by storage admin
• Dedicated CES Cluster and Authentication 

env. per tenant
• Additional failure isolation
• Security Isolation (optional)

• per tenant Encryption keys
• Filesystem mount permissions

Storage Scale Cluster

File System

Fileset

Fileset

Fileset

Per tenant CES Cluster 
with shared filesystem

CES Cluster
Tenant #2

CES Cluster
Tenant #1

• CES Clusters managed by storage admin
• Dedicated CES Cluster and Authentication 

env. per tenant
• Additional security (optional)

• per tenant Encryption keys
• RFAC

Tenant #1 Tenant #2

Auth
Server/
Config

Auth
Server/
Config

Auth
Server/
Config

Tenant #2Tenant #1 Tenant #2Tenant #1

Auth
Server/
Config

Auth
Server/
Config

Shared CES Cluster



IBM Storage Scale Protocol Multitenancy (Tenant admin managed)

Storage Scale Cluster

File System

Fileset

Fileset

Fileset

File System

Fileset

Fileset

Fileset

Per tenant CES Cluster 
with dedicated Filesystems
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CES Cluster Tenant 
#2

CES Cluster 
Tenant #1

• Dedicated CES Cluster and 
Authentication env. per tenant

• Additional security & failure isolation
• per tenant Encryption keys
• Filesystem mount permissions

Storage Scale Cluster

File System

Fileset

Fileset

Fileset

Per tenant CES Cluster 
with shared filesystem

CES Cluster
Tenant #2

CES Cluster
Tenant #1

• Dedicated CES Cluster and 
Authentication env. per tenant

• Additional security 
• per tenant Encryption keys
• RFAC

Auth
Server/
Config

Auth
Server/
Config

Tenant #2Tenant #1 Tenant #2Tenant #1

Auth
Server/
Config

Auth
Server/
Config
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Multi-tenant Observability



IBM Storage Scale System
6000

Multi Tenant Observability

Tenant Cluster A1

 Throttle bandwidth

QoS

Filesystem: tenantfs

A1 B2 C3 D4
Perfmon 

API (apikey  
query filter)

IBM Storage 
Scale Bridge 
for Grafana

GUI
Perfmon 

API

Grafana™ Dashboards

Each tenant cluster has its own perfmon instance 
collecting metrics of the local Scale client

Tenant Cluster Metrics 
- Per Node filesystem IO, vfs ops, pagepool metrics
- Overall filesystem capacity
- Df sensor (tenant fileset only with bind mount)
- etc.

Storage metrics are collected in the storage cluster
Storage Cluster Metrics 
- QoS metrics 
- AFM metrics 
- Quota
- NSD metrics, pool metrics, etc

 
New in Scale 6.0.1: 
Selected metrics can be exposed to tenants by 
creating a tenant apikey with filter.
e.g.  limit tenant A1 to get AFM metrics for fileset A1 only

us
in

g 
te

na
nt

 a
pi

ke
y
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    Multi-tenancy Flow



Multitenancy Setup Flow

Storage Cluster Tenant Cluster
Storage cluster Preparation 

Encryption Setup 
Enable file system QoS + Quota

Enable per fileset quotas

Initial setup of tenant cluster
Cluster creation

Network connectivity to storage
Receive Tenant credentials 

(GKLM,REST)
Set Cluster Role = tenantPrepare Tenant Pre-reqs 

Create GKLM tenant admin 
Share Credentials, Network 

details

New Tenant Cluster setup & network 

connectivity and credentials 

exchange (Offline communication)

Tenant Registration Request
Initial encryption setup

GKLM client register request 
Tenant Registration Acceptance

Setup GKLM tenant on storage 
Approval of pending GKLM req.
Authorization of tenant cluster Complete Registration Request

Complete GKLM client register
Add remote cluster relationship

Storage Request

Storage Request Acceptance
Fileset creation 

Quota / QoS limits
Export with RFAC

Add Encryption policy Complete Storage Request
Add remote file system

Mount file system

Tenant name, public key, GKLM cert-name

public key, contact nodes

Capacity, bandwidth (inodes)

File system name

Storage 
Request

Tenant 
Registration

Infrastructure
provisioning

1

2

3

4

5
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Upcoming Tenant Management using IBM Storage Scale GUI 



Tenant Registration Request (Tenant Admin)



Registration Request Approval (Storage Admin)



Storage Request (Tenant Admin)



Storage Request Approval (Storage Admin)



Storage Request Approval (Storage Admin)



Storage Request Approval (Storage Admin)



Storage Request completed (Tenant Admin)



27IBM Storage © 2025 IBM Corporation

Questions ?
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