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IBM's statements regarding its plans,
directions, and intent are subject to change
or withdrawal without notice and at

IBM's sole discretion.

The information mentioned regarding
potential future products is not a
commitment, promise, or legal obligation to
deliver any material, code or functionality.

Information regarding potential future
products is intended to outline our general
product direction and it should not be relied
on in making a purchasing decision.

The development, release, and timing of
any future features or functionality
described for our products remains at our

Information about potential future products sole discretion.

may not be incorporated into any contract.

Performance is based on measurements and projections
using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will
experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in the
user's job stream, the /O configuration, the storage
configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve
results similar to those stated here.




Key Capabilities for Secure Multitenancy

“IBM Storage Scale & Storage Scale System 1s a multitenant storage
solution allowing multiple tenants to securely share the same storage
/nfrastructure while maintaining secure, logical separation”™

v Security & Data Privacy G Performance & Failure
Isolation

Ei Namespace Isolation a Access Control

File Systems, Filesets Remote Fileset Access Tenant-specific key

and namespace isolation Control restricts visibility encryption ensures data Ensures that each tenant
allow tenants to operate and access to authorized confidentiality and enables operates independently
within separate logical filesets only, enhancing secure deletion for privacy. without impacting others
partitions securely and security.

efficiently.
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Introducing IBM Storage Scale Multi-Tenancy Reference Architecture

We're excited to announce the release of the IBM Storage Scale Multi-Tenancy Reference
Architecture (Version 2.0.4) - a comprehensive guide for building secure, scalable, and efficient
multi-tenant environments with IBM Storage Scale and IBM Storage Scale System 6000.



Allow multiple tenants to utilize a common storage system
IBM Storage Scale System and IBM Storage Scale

Multitenancy in Scale with native POSIX access On Storage cluster allocate storage resources per

tenant
— Storage cluster: data storage and management

: . — Storage amount (limit with quotas / filesystem
— Each tenant owns a client cluster which

_ space)
remotely-mounts a file system from storage
cluster — Read/write bandwidth (limit with QoS)
— Tenant accesses either a or a fileset Prevent a tenant from accessing or damaging

, , another tenant’s data
— Scale Client cluster independently (compute

resource) Allow the tenant control over the allocated storage
to the extent possible
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File System Multitenancy
Secure Resource Sharing

Storage Cluster

ReMmOt‘i E Access Control E II\?/Iemote

oun . : . ount

ot Filesystem A Encryption Filesystem B

Authorization 4 P y Authorization

Tenant Cluster A Tenant Cluster B

& [ o oo

File system Fileset File system Fileset
\ QoS Sub-tenants y \ QoS Sub-tenants y

Each tenant mounts a dedicated file system from the storage cluster with
enforced QoS, encryption, and access control. Better failure isolation. Suited for
IBM Storage © 2025 IBM Corporation Sma‘“‘ number Of tena‘nts'



Fileset Multitenancy

Fine-grained Resource Sharing

Storage Cluster

Remote Remote
E Access Control E

Mount _ - ti _ Mount
Authorization Fileset A ncryption Fileset B Authorization

Tenant Cluster A Tenant Cluster B

RFAC
QoS Fileset QoS Fileset
\ Limits Quotas y \ Limits Quotas y

Filesets provide namespace isolation, quotas, encryption, and QoS per tenant for
granular control. Suited for large number of tenants.
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What to choose

* Dozens of tenants
* Stringent security separation
* Better failure isolation

* Enables independent filesets
for sub-tenants
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or Fileset ?

Use Fileset Multitenancy
* Hundreds of tenants or more
* Departmental tenants

* Better resource sharing &
utilization

* More fine-grained storage
allocation — based on quotas



Secure Multitenancy
Data Encryption with tenant keys

Storage Cluster

Access to all tenant keys

Data
Encryption

Tenant Cluster A Tenant Cluster B
Access to a ] G

“Tenant A” key
Data Data

Encryption Encryption

Access to “Tenant B” key only

Each tenant uses a dedicated encryption key to encrypt the data.
IBM Storage © 2025 IBM Corporation



Tenant Day-2 Management - |

* With 6.0.0.0, the Storage Admin / provider needs to perform the
bulk of operation on behalf of a tenant

* Some offline communication needed between tenant and Storage
Admin

* The GUI automation will make the exchanges between tenant and storage
seamless - Comes with 6.0.1.0

* Future releases will give more capabilities to the tenant admin
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Tenant Day-2 Management - |

Storage Admin operations

* Extend/reduce capacity and inode
quotas

* Extend or reduce QoS throttles

* Create and link a dependent fileset
inside the tenant fileset

* Set ILM policies
(placement/migration/encryption) on
the file system

* Take snapshots of the tenant fileset
* Restore tenant fileset from snapshot
* Encryption Key rewrap/rotation

IBM Storage © 2026 IBM Corporation

Tenant operations

* Manage files and folders including
ACLs

* Copy/Restore individual files from
snapshot

* Take backup of the tenant fileset
using mmbackup command with —
allow-backup-on-remote option

* Run LIST ILM policy against the
fileset using mmapplypolicy
command with —allow-scan-on-
remote option



Protocol Multi-tenancy
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IBM Storage Scale Protocol Multitenancy (Storage admin managed)

Shared CES Cluster Per tenant CES Cluster Per tenant CES Cluster

with dedicated Filesystems with shared filesystem
Tenant #1
Tenant #1
Auth
Server/ Shared CES Cluster

CES Cluster CES Cluster Tenar  _Auth
Config

Auth CES Cluster CES Cluster Auth

Server/ Server/
Tenant #1 Tenant #2 Config

Server/

Tenant #1 #2 Config Config

Storage Scale
Cluster

File System File System

Fileset Fileset Fileset

File System

Fileset Fileset Fileset

Storage Scale Cluster

Fileset

Fileset Fileset Fileset

Fileset
Storage Scale Cluster

* CES Cluster managed by storage admin *  CES Clusters managed by storage admin * CES Clusters managed by storage admin
_ g. y g * Dedicated CES Cluster and Authentication * Dedicated CES Cluster and Authentication
* Shared Authentication Env.
* Isolation through Protocol Securit env. per tenant env. pertenant
E ts/ACL 8 y * Additional failure isolation Additional security (optional)
. (Exports s) ) * Security Isolation (optional) * pertenant Encryption keys
Quotas/ Qos on Fileset level +  pertenant Encryption keys . RFAC

IBM Storage for Data and Al © 2025 IBM Corporation
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Per tenant CES Cluster
with dedicated Filesystems

UL CES Cluster

Server/

CES Cluster Tenant! _Auth

Server/

Config Tenant #1 #2 Config

File System File System

Fileset Fileset

Fileset Fileset

Fileset Fileset

Storage Scale Cluster

* Dedicated CES Cluster and
Authentication env. per tenant

* Additional security & failure isolation

* pertenant Encryption keys

* Filesystem mount permissions

Auth
Server/
Config

IBM Storage Scale Protocol Multitenancy (Tenant admin managed)

Per tenant CES Cluster
with shared filesystem

CES Cluster Auth

Server/
Tenant #2 Config

CES Cluster
Tenant #1

Fileset

Fileset

Storage Scale Cluster

Dedicated CES Cluster and
Authentication env. per tenant
Additional security
* pertenant Encryption keys
* RFAC



Multi-tenant Observability
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Multi Tenant Observability a
¢« O\ Grafana™ Dashboards

Tenant Cluster A1

nC B
Scale Bridge

for Grafana

GUI

Each tenant cluster has its own perfmon instance
collecting metrics of the local Scale client

using tenant apikey

Tenant Cluster Metrics
Per Node filesystem 10, vfs ops, pagepool metrics

Overall filesystem capacity
Df sensor (tenant fileset only with bind mount)

- etc.

IBM Storage Scale Syst

Storage metrics are collected in the storage cluster

Storage Cluster Metrics

Throttle bandwidth
QoS - QoS metrics
- AFM metrics

- Quota

NSD metrics, pool metrics, etc

B2 cz

Filesystem: tenantfs
New in Scale 6.0.1:

Selected metrics can be exposed to tenants by

creating a tenant apikey with filter.
e.g. limittenant A1 to get AFM metrics for fileset A1 only

6000




Multi-tenancy Flow
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Multitenancy Setup Flow

Infrastructure
provisioning

Tenant
Registration

Storage
Request

=

\ [

=

\

—

Storage Cluster

Storage cluster Preparation
Encryption Setup
Enable file system QoS + Quota
Enable per fileset quotas

Prepare Tenant Pre-reqgs
Create GKLM tenant admin
Share Credentials, Network

details

Tenant Registration Acceptance
Setup GKLM tenant on storage
Approval of pending GKLM req.
Authorization of tenant cluster

Storage Request Acceptance
Fileset creation
Quota / QoS limits
Export with RFAC
Add Encryption policy

4 . .
Capacity, pandwidth (inodes)

Tenant Cluster

Initial setup of tenant cluster
Cluster creation
Network connectivity to storage
Receive Tenant credentials
(GKLM,REST)

Set Cluster Role = tenant

Tenant Registration Request
Initial encryption setup
GKLM client register request

Complete Registration Request
Complete GKLM client register
Add remote cluster relationship

Storage Request

Complete Storage Request
Add remote file system
Mount file system




Upcoming Tenant Management using IBM Storage Scale GUI

Approves registration
request

Approves storage

Emi ly request Jordan

Tenant Admin Storage Admin

Emily — wants to be able get Jordan —wants to be able to
“quick and easy access to “rapidly provision storage for
storage” any tenants that have a need”




Tenant Registration Request (Tenant Admin)

Registration request

REST APl
aje REST g
T AP pa
CKLM flrve

9.87.92 238 (MM_TENANT_1)




ation Request Approval (Storage Admin)

Approve Registration Request
R Ehit tenant registration dathils below belare approving.

Field Walue

Tenant Hama i _TEMANT_1

Clien Nasma MM_GFFS_THTL_CHT

Registration 1D 5d-4512-8F53-4532d3

MM _TEN




Storage Request (Tenant Admin)

Request storage capacity

9.60.216.65 (man-storage-adm-1.gols local)
Select the registened shorage provicer,
Capacity (TB)
a0 1000000

Shorage request in TR smber ol nodes (Res/deectories]




Storage Request Approval (Storage Admin)

Provision Storage
Approve storage requast for tenant: 10,16,130.48

&) Splect i Configure L7 Roview &
Filesystam Filasat Approve

Configure Fileset
Configure the fileset dotails for the storage allecation.
Snceng Alink (Filirse! Mira)
AN-Fie1l
Capacity (G}
100
# ol Filns

L00000H

Bandwidth

10




Storage Request Approval (Storage Admin)

Provision Storage
Approve storage reguest for tenant: 10.16.130.48

4 Select i Conligune i Review B
Filegyitem Filesat Approve

Select Filesystem

n guistng lilesystem o provesion storage for ibés tenant,




Storage Request Approval (Storage Admin)

Provigion Storage
Approve starage request for tenant: 10,146,130, 48

Select =) Configurs
Filesysiem Filesat

Review & Approve

wi thee o gurabsn befare approving the storage requ

Request 1D; 1396815¢-0759-41a0-9ad -2 THEO5 A0 20
Tenant Alias: 10016.130.48 (10.16.130.48)

GHLM Tenant Mamie:

Fllasysbem Ther:

Storage Alias (Filosel Namek:

Capacity (GE): A0

¥ of Files: 1000000

Bandwidth: 1]




Storage Request completed (Tenant Admin)

Remote Storage Providers o
Rogist
Storage Host Registration Status Cluster Name REST User GELM Tenant Mame GELM Client Mame Activation Status
G -
Nems per page:. 10 1-1pd1 1~ oflpage
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