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Disclaimer

• IBM's statements regarding its plans, directions, and intent are subject to change or 
withdrawal without notice at IBM's sole discretion. Information regarding potential 
future products is intended to outline our general product direction and it should 
not be relied on in making a purchasing decision. The information mentioned 
regarding potential future products is not a commitment, promise, or legal 
obligation to deliver any material, code, or functionality. The development, release, 
and timing of any future features or functionality described for our products 
remains at our sole discretion.

• IBM reserves the right to change product specifications and offerings at any time 
without notice. This publication could include technical inaccuracies or 
typographical errors. References herein to IBM products and services do not imply 
that IBM intends to make them available in all countries.



Agenda:

Introducing IBM Storage Defender

Update on IBM Storage Protect



IBM Storage Defender 
Architecture in a nutshell
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IBM Storage Defender Data 
Management Service is connected 
to one or multiple data protection 
solutions and provides a holistic 
view on the data protection status. 

The IBM Storage Defender portal is 
the landing zone for the user for all 
current and future IBM Storage 
Defender services.

IBM Storage Protect
Server incl. archive to tape

IBM Storage Defender Data 
Protect cluster

IBM Storage FlashSystem
Volume Snapshots

IBM Storage Defender 
Data Resiliency Service 
is your insurance that the 
data of your vital 
applications have the 
protection they need and 
can be recovered when 
required. 



IBM Storage Defender 
Architecture in a nutshell

5IBM Storage / © 2024 IBM Corporation

IBM Storage Defender Data 
Management Service is connected 
to one or multiple data protection 
solutions and provides a holistic 
view on the data protection status. 
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the landing page for the user for all 
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Defender services.
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IBM Storage Defender 
Data Resiliency Service 
is your insurance that the 
data of your vital 
applications have the 
protection they need and 
can be recovered when 
required. 

Let’s have a quick look at this…
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IBM Storage Defender Data Management Service

IBM Storage Protect 

Multi-cluster management

Actively manage all your clusters, including multi-
cluster monitoring and reporting, from a single 
dashboard.

Global actionable search

Search across clusters and act directly from the 
search results page. For example, search for all 
unprotected VMs and create jobs to protect them.

Smart Assist

Automatically schedule and orchestrate jobs and 
workloads to help meet SLAs. 
Get recommendations based on capacity 
forecasting and disk failure prediction. View 
important Data Management field notices.

Security tools

Detect threats and other anomalies across clusters 
with the unified Alerts page.

IBM Storage FlashSystem
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Replication

In-Cluster replication

File blocks are distributed across the 
Cluster with a replication factor of two or 
more.

Cross-Cluster replication

Replication leverages snapshot compare 
methods to efficiently determine the 
changed entries and transmits the 
changes to the target cluster.

Replication to different Data Protect 
version is supported

Data in flight over HTTPS encrypted with 
AES-128-CBC 
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IBM Storage Defender Data Management Service
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Tiering and Archiving

Cloud Tier

Enables an additional storage tier used to 
migrate cold data from primary storage to 
cloud storage

High deduplication rate reduces amount of 
data migrated to cloud.

Compression of data sent to cloud tier 
always enabled.

Cloud Archive

Archive data to cloud or other secondary 
storage.

Supported Cloud archive targets: 
• Public clouds
• Private clouds - S3-compatible device

• IBM Storage Protect server S3
• Storage system providing NFSv3 

Cloud Tiering

Cloud Archiving
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IBM Storage Defender Data Management Service

IBM Storage Protect IBM Storage FlashSystem

IBM Storage Protect server S3
IBM Storage Protect server S3 glacier
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IBM Storage Defender Data 
Management Service is connected 
to one or multiple data protection 
solutions and provides a holistic 
view on the data protection status. 

The IBM Storage Defender portal is 
the landing page for the user for all 
current and future IBM Storage 
Defender services.

IBM Storage Protect
Server incl. archive to tape

IBM Storage Defender Data 
Protect cluster

IBM Storage FlashSystem
Volume Snapshots

IBM Storage Defender 
Data Resiliency Service 
is your insurance that the 
data of your vital 
applications have the 
protection they need and 
can be recovered when 
required. 

Now explore this…
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datacenter

datacenter

On-Prem Production

Data Protect cluster C1

Cluster 
Node 1

Cluster 
Node 2

Cluster 
Node N

vCenter

On-Prem Recovery Test

vCenter

On-Prem Datacenter

Off-Prem (IBM Cloud & AWS)

IBM Storage Defender

IBM Security Verify based 
user management and RBAC

Central access to all 
components

Data Resiliency Service

Central management of 
recovery policies

Central management of 
resources, recovery groups, 
and recovery test schedules

Home of the trust index

Connection Manager 
(one or multiple)

Communication relays for 
Data Resiliency Service

Connector to local resources

Management for sensors and 
detection engines

Secure by design

Scalable containerized 
implementation

Comprehensive interfaces

IBM Storage / © 2024 IBM Corporation

IBM Storage Defender 
Architecture in a nutshell

The Where-View
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Data Protect cluster

Cluster 
Node 1

Cluster 
Node 2

Cluster 
Node N

ACTIVE Data (Production)

IBM Storage Defender Data Resiliency Service
Central management of 

recovery policies

Central management of 
resources, recovery groups, and 

recovery test schedules

Home of the trust index

Communication relays for Data 
Resiliency Service

Connector to local resources

Management for sensors and 
detection engines

IBM Storage / © 2024 IBM Corporation

IBM Storage Defender 
Architecture in a nutshell

DORMANT Data (Snapshot, Copies, Archive)

IBM Storage Protect 
vCenter

vCenter

vCenter

vCenter

vCenter

vCenter

IBM Storage FlashSystem

The What-View
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ACTIVE Data (Production)

IBM Storage Defender Data Resiliency Service
Central management of 

recovery policies

Central management of 
resources, recovery groups, and 

recovery test schedules

Home of the trust index

Communication relays for Data 
Resiliency Service

Connector to local resources

Management for sensors and 
detection engines
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IBM Storage Defender 
Architecture in a nutshell

DORMANT Data (Snapshot, Copies, Archive)

vCenter

vCenter

vCenter

vCenter

vCenter

vCenter

Inventory

Anomaly Detection Sensors (IBM)

Analytics (Trust Index)

Inventory

Recovery Processing (Test, Clean room) 

Data Protect cluster

Cluster 
Node 1

Cluster 
Node 2

Cluster 
Node N

IBM Storage Protect IBM Storage FlashSystem



IBM Storage Defender - Sensors

The Defender Sensors help us detect anomalies on live systems
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IBM Defender Sensors
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Ransomware Detection: Technical Differentiators

Near Real-time Primary Storage

Light-weight

Scalable

Espial File-system Level

Compatible

AI Driven

Detect in
Seconds - Minutes

< 2-3% CPU Overhead

Stateless

Close to Applications

Quick Detection

Python based



IBM Storage Defender  - Trust Index

The Trust Index is an indicator for a Recovery 
Group that reflects the level of trust you can 
have in the data stored in your resources. 

The trust score increases when ransomware 
sensors that are installed in the primary 
resources deliver clean test results. 

The trust score increases as well if test 
recoveries do report clean test results. 
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IBM Storage Protect 
update
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8.1.21 Scheduler-Based TLS Certificate Update

SP Server
(>= 8.1.19)

Create new certificate on SP Server

SP Admin 
Client

(dsmadmc)

Cert renew 
script

Run “cert distribute script” to create SP server 
schedule to deploy new public certificate on 
registered clients (nodes) 
• Does not rely on “client distribution”
• Utilizes Action=Command capability of 

schedules

SP B/A 
Client

SP VE 
Client

Copy the new public cert 
to SP Admin Client

1

2

3

4
1. Scheduled operation runs for associated 

client nodes.
2. Relies on TLS (security) of existing 

certificate prior to it being expired.

SP TDP

Requires use of SP Client Scheduler and client level >= 8.1.3

1. Certificate received on the respective 
client/agent from the scheduled 
operations.

2. Local certificate store used by client 
updated to include the new certificate.

5

IBM Storage / © 2024 IBM Corporation



IBM Storage Protect – S3 Object Lock Validation

Storage Protect stores objects to S3 target ensuring that data cannot 

be modified or deleted for a fixed period.

Storage Protect’s S3 object lock support requires validation for 

compatible object storage providers 

Self-contained test package used for validation

• SP Server Docker container

• SP Client Docker container

• Automated Testcases

• Test Data and environment files

IBM Storage / © 2024 IBM Corporation



Storage Protect Integration with IBM Storage Defender Today
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Improved IBM Storage Protect alert reporting

Full IBM Storage Protect version and capacity reporting

Data Protect -> Storage Protect Tape

IBM Storage / © 2024 IBM Corporation



Improved IBM Storage Protect alert reporting
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Under System -> Health

Review the alerts 
reported from all 
clusters or filter by 
cluster

Hoover over the alert 
message number to get 
full alert text

IBM Storage / © 2024 IBM Corporation



Improved IBM Storage Protect alert reporting

21

Click on specific 
alert message to 
go to details 
section

Review the alert 
and when it 
occurred

After resolving 
the alert create 
new resolution 
and resolve the 
alert

IBM Storage / © 2024 IBM Corporation



Full IBM Storage Protect version and capacity reporting

22

Under Settings -> 
Cluster

Software version 
reported to Data 
Management 
Service

Provisioned and 
used capacity 
reported

IBM Storage / © 2024 IBM Corporation



Thank you for using
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