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Disclaimer —

Storage Scale

* |IBM's statements regarding its plans, directions, and intent are subject to change or
withdrawal without notice at IBM's sole discretion. Information regarding potential
future products is intended to outline our general product direction and it should
not be relied on in making a purchasing decision. The information mentioned
re%arding potential future products is not a commitment, Eromise, or legal
obligation to deliver any material, code, or functionality. The development, release,
and timing of any future features or functionality described for our products

remains at our sole discretion.

* |BM reserves the right to change product specifications and offerings at any time
without notice. This publication could include technical inaccuracies or
txpographical errors. References herein to IBM products and services do not imply
that IBM intends to make them available in all countries.
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Introducing IBM Storage Defender

Update on IBM Storage Protect



IBM Storage Defender
Architecture in a nutshell

The IBM Storage Defender portal is
the landing zone for the user for all

Defender services.

\
‘\
1
\
i
current and future IBM Storage i
\
\
\
\

IBM Storage / © 2024 IBM Corporation

\
\
\
\

IBM Storage Defender Data N

\

. . S
Management Service is connected -,

to one or multiple data protection T
solutions and provides a holistic
view on the data protection status.

&

o}
o—"

IBM Storage Defender
Data Resiliency Service
Is your insurance that the
data of your vital
applications have the
protection they need and
can be recovered when
required.

IBM Storage Protect
T Serverincl. archive to tape

IBM Storage Defender Data
1 Protect cluster

IBM Storage FlashSystem
Volume Snapshots

(O P



IBM Storage Defender
Architecture in a nutshell

The IBM Storage Defender portal is

the landing page for the user for all

Defender services.

1

1

".

current and future IBM Storage i
1

1
1

IBM Storage / © 2024 IBM Corporation

IBM Storage Defender Data
Management Service is connected
to one or multiple data protection
solutions and provides a holistic
view on the data protection status.

N\
N

AN

~
~~>

&

o}
o—"

IBM Storage Defender
Data Resiliency Service
Is your insurance that the
data of your vital
applications have the
protection they need and
can be recovered when
required.

= IBM Storage FlashSystem

U‘ Volume Snapshots

cxm» IBM Storage Protect
EIRS serverincl. archive to tape

g IBM Storage Defender Data

OIS protect cluster



IBM Storage Defender

Data Management Service

Multi-cluster management

Actively manage all your clusters, including multi-
cluster monitoring and reporting, from a single
dashboard.

Global actionable search

Search across clusters and act directly from the
search results page. For example, search for all
unprotected VMs and create jobs to protect them.

Smart Assist

Automatically schedule and orchestrate jobs and
workloads to help meet SLAs.

Get recommendations based on capacity
forecasting and disk failure prediction. View
important Data Management field notices.

Security tools

Detect threats and other anomalies across clusters
with the unified Alerts page.
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1BM Storage Defender Data Management Service
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IBM Storage Defender
Data Protect Architecture

1BM Storage Defender Data Management Service
Replication
In-Cluster replication

File blocks are distributed across the
Cluster with a replication factor of two or

more. Location 1 Location 2

Cross-Cluster replication
vCenter
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IBM Storage Defender
Data Protect Architecture

1BM Storage Defender Data Management Service

Tiering and Archiving
Cloud Tier

Enables an additional storage tier used to
migrate cold data from primary storage to

cloud storage

Location 1 Location 2

High deduplication rate reduces amount of
data migrated to cloud. CI vCenter

Compression of data sent to cloud tier e , e ,
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IBM Storage Defender
Architecture in a nutshell

The IBM Storage Defender portal is
the landing page for the user for all

current and future IBM Storage
Defender services.
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IBM Storage Defender
Architecture in a nutshell

Secure by design

Scalable containerized
implementation

Comprehensive interfaces
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Off-Prem (IBM Cloud & AWS)

IBM Storage Defender

IBM Security Verify based
user management and RBAC

= IBM Storage Defender

Data Resiliency
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recovery policies
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IBM Storage Defender
Architecture in a nutshell

IBM Storage Defender Data Resiliency Service

Central management of 13M Storage Defender
recovery policies

IBM Storage Defender

Communication relays for Data
& Resiliency Service

Connection manager

Data Resiliency

Central management of
resources, recovery groups, and Dashboard
recovery test schedules Recovery groups

Resources

Connector to local resources

| ————
Connections

Access Management for sensors and
Settings detection engines

Home of the trust index
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IBM Storage Defender
Architecture in a nutshell

IBM Storage Defender Data Resiliency Service

Central management of 13M Storage Defender
recovery policies

Data Resiliency

Central management of
resources, recovery groups, and
recovery test schedules Recovery groups

Home of the trust index

IBM Storage Defender

Communication relays for Data
& Resiliency Service

Connection manager

Connector to local resources

Management for sensors and
detection engines
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IBM Storage Defender - Sensors

The Defender Sensors help us detect anomalies on live systems
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Ransomware Detection: Technical Differentiators

Detect in ‘? ',
. cNf- ok Detoct
Seconds - Minutes A .-g Quick Detection
Near Real-time Primary Storage
l__l . .
< 2-3% CPU Overhead T — Close to Applications
0 —

Light-weight File-system Level

z [EE Python based

Compatible

Stateless /

Scalable

AI Driven "
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IBM Storage Defender - Trust Index

The Data
Resiliency Service

[Recovery Groups
T

Trust Index

T 1

[IBIVI Defender Sensors @

............

............

The Trust Index is an indicator for a Recovery
Group that reflects the level of trust you can
have in the data stored in your resources.

The trust score increases when ransomware
sensors that are installed in the primary
resources deliver clean test results.

The trust score increases as well if test
recoveries do report clean test results.



IBM Storage Protect
update
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8.1.21 Scheduler-Based TLS Certificate Update

@ Create new certificate on SP Server

SP Server
(>=8.1.19)

@ Copy the new public cert
to SP Admin Client

SP Admin
Client
(dsmadmc)

Cert renew
script

schedule to deploy new public certificate on

registered clients (nodes)

« Does not rely on “client distribution”

« Utilizes Action=Command capability of
schedules
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@ Run “cert distribute script” to create SP server

Scheduled operation runs for associated
client nodes.

2. Relies on TLS (security) of existing
certificate prior to it being expired.

Certificate received on the respective
client/agent from the scheduled

® -
operations.

2. Local certificate store used by client
updated to include the new certificate.

SP B/A
Client

Requires use of SP Client Scheduler and client level >=8.1.3




IBM Storage Protect — S3 Object Lock Validation

Storage Protect stores objects to S3 target ensuring that data cannot
be modified or deleted for a fixed period.

Storage Protect’s S3 object lock support requires validation for
compatible object storage providers

Self-contained test package used for validation
« SP Server Docker container
« SP Client Docker container
« Automated Testcases
« Test Data and environment files
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Storage Protect Integration with IBM Storage Defender Today

Improved IBM Storage Protect alert reporting

Full IBM Storage Protect version and capacity reporting

Data Protect -> Storage Protect Tape
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Improved IBM Storage Protect alert reporting

= IBM Storage Defender

Health
Alerts Resolution Summary Notification Silence
U n d e r Syste m - > H e a I.t h (tapsr\flil-Bll‘J-cetsp X) XVType v) K‘VCateg'ory v) "._Severity V_.. (Active X) (Nov 04,2023 - Nov 10, 2023 X) Q
R e . e e a e S D Alert ID Alert Name Occurrences CNE?;? Last Occurrence Category Type Status
view the alert
re p 0 rted _|:ro m a I_I_ O (@ 28981 ANR1126E 1 gal'f,;‘fgjt'sp an hour ago Storage Software  Active
C |_ U Ste rS O r fi lte r by D (D 28980 ANR1126E Migration is ended for volume Ealpls’[\f(j:-j{sp 2 hours ago %teovzige Hardware Active
Jtsminst1/TSMfile16/cdc/0001DESS.BFS. There is
C l U S 't e r D @ 28979 insufficient space in subordinate storage pools. galpfgnfég{sp 5 hours ago éteo\;lige Hardware Active
] @ 28978 ANR8302E 1 galpfé\fg‘j{sp 5 hours ago %govrii%e Hardware Active
Hoover over the alert
O O e O e e a e L @G 28977 ANRB302E 1 éulljldéiégtsp 9 hours ago Device Hardware Active
message number to get
O @ 28976 ANR8302E 1 gal'f,;‘fgjt'sp 11 hours ago otorage Hardware  Active
full alert text
O @ 28975 ANRB302E 1 tgalpf,;‘f%j{sp 11 hours ago %‘eo\[iige Hardware  Active
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Improved IBM Storage Protect alert

IBM Storage Defender

All Clusters v

& Back

Dashboards

Security v

Details for ANR1126E

[0} System v Showing Latest 1 of 1 Occurrences | First OcculSence Nov 10, 2023 10:31am | Last Occurrence Nov 10, 2023 10:31am

a8  Reports

@  Seltings v

Date Range

L]
10. Nov 02:00 am 04:00 am 06:00 am 0:00 am 12:00 pm 02:00 pm 04:00 pir pm 08:00 pr 10:00 pm
Alert Code Severity Type Category Status
5P451126 Critical Software Storage Pool Active
Description
ANR1126E Migration is ended for volume /tsminst1/TSMfile16/cdc/0001D S. There is insufficient space in subordinate storage pools.
Cause

ANR1126E Migration is ended for volume volume name. There is insufficient

n subordinate storage pools. Explanation: During migration for the ind

s not enough space on the next storage pool, or the next sta s not defined.

ge pool

System action: Migration of the volume stops. If other migration processes are running, these proces

Ensure that the next storage pool is defined, and make more space available in the next storage pool. Use the UPDATE STGPOOL command to change the next storage pool to one with more

Resolution

i!: Create new resolution () Associate with existing resolution

Resolution Summary

Resolution Description

ted volume, the server cannot move the data from

reporting

the volume because there

| continue migration. User respor

IBM Storage / © 2024 IBM Corporation

Click on specific
alert message to
g0 to detalils
section

Review the alert
and when it
occurred

Atter resolving
the alert create
new resolution
and resolve the
alert



Full IBM Storage Protect version and capacity reporting

Cluster
& Healthy A Warning @ Critical & Connected © Disconnecte d @ Upgrade Available
Cluster Healtt C ion ¥ (8.1.18.000 +2 ><> Status v ) Q
D Cluster Health Connection Software Version Usage
[ grasshopper @& Healthy © Disconnec ted 8.1.21.000 0 Bytes
[] harding & Healthy © Disconnected 8.1.18.000 . 642 GiB
[J tapsrv14-8119-cetsp @ Critical & Connected 8.1.20.000 ' 1,019.6 TiB

Capacity

6.8 GiB

1.3 TiB

2.8 PiB

IBM Storage / © 2024 IBM Corporation

Under Settings ->
Cluster

Software version
reported to Data
Management
Service

Provisioned and
used capacity
reported



Thank you for using
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