IBM Storage Scale Resiliency
Services

Ted Hoover
Product Manager, Storage for Data and Al




. . (5] Storage Scale
Disclaimer © J

IBM's statements regarding its plans, directions, and intent are subject to change or withdrawal without notice
at IBM's sole discretion. Information regarding potential future products is intended to outline our general
product direction and it should not be relied on in making a purchasing decision. The information mentioned
regarding potential future products is not a commitment, promise, or legal obligation to deliver any material,
code, or functionality. The development, release, and timing of any future features or functionality described for
our products remains at our sole discretion.

IBM reserves the right to change product specifications and offerings at any time without notice. This
publication could include technical inaccuracies or typographical errors. References herein to IBM products
and services do not imply that IBM intends to make them available in all countries.
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A Global Data Platform for Unstructured Data
Unifying File and Object Storage to Provide Common Data Services
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RECOVER

IDENTIFY %

* Cyber Resiliency Assessment Tool, Probes
100s of different controls and best practices

» Cyber Incident Response Storage
Assessment (CIRSA)

v/

Instant access with Storage Scale AFM

Storage Scale and Spectrum Storage —
recover multi-petabyte filesystems in hours

CyberVault

QRadar Incident Forensics
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Data Resiliency Services - Active Protection for Cyber Resiliency

» Multifactor Auth, RBAC, Privileged Access

PROTECT Monitoring (IBM Security Verify)
— + Safeguarded Copy, Logical air gap

IBM Global
Data Platform

RESPOND 'i)

+ Automated action upon threat detection (QRadar)

- Snapshot, Block Session , Etc..

:

* Log all Admin & user actions

DETECT Q

* QRadar and Splunk SIEM integration

Scan snapshots for signs of ransomware
(CyberVault)

» File Audit Logging, Watch Folders

* Analyze backup data for signs of ransomware
(Storage Protect)

* Reporting: QRadar User behavior analytics

 Alerts automatically prioritized based severity of the

threat and criticality of the assets involved



Identify: Take an assessment

Storage Cyber Resiliency Cyber Incident Response
Assessment Tool Storage Assessment

No-charge assessment Identifies strategic cyber resiliency goals

Helps assess your current state Overview of storage and current
cyber resiliency capabilities
Identifies gaps, strengths, and -

weaknesses against best practices Identifies gaps and exposures

Provides recommendations
Outcomes and highlights best practices
Identify blind spots and recommended
areas for improvement
Discover use of existing solutions, integrations,
and overlaps that can be fine-tuned
Create customized cyber resilience strategy
Outcomes
+ Develops a cyber resiliency plan that aligns storage
To request an assessment, contact your IBM Sales Rep or infrastructure capabilities and business requirements

Business Partner, or send an email to the following «  Provides a prioritized recommendations roadmap
Request an assessment



mailto:lolguin@us.ibm.com?subject=Request%20for%20Cyber%20Resilience%20Assessment

Storage Scale Security and
Cyber Resiliency @

 Centralized authentication and access control @
+ Data encryption and cryptographically

Secure erase

*  Immutability
* Audit logging Respond

+ Data protection through snapshots, replication, backup,

and/or disaster recovery
+ Data dispersal and erasure code for faster rebuild times Q

* End-to-end checksum to catch errors Immutability

* Integration with Spectrum Storage family Storage Scale

* NIST/FIPS certification Audit Logging

£, Encryption




Storage Scale — Providing Data Centric Security to Workloads

Cloud Pak: « £
HETEE ﬁg & katka .mongo Spoﬁ:z w gsas Users and

OpenShift applications

Client New Gen Traditional Compute
workstations applications applications farm

HPC & Data
Al & Analytics Data Lake Intensive
Workloads
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IBM Storage Scale Safeguarded Copy

o—o?_?\‘-o/—.; Protect against and recover Up to 256
2] 1 e from a cyber attack immutable point-in-time Fast restore
g"g metadata enhanced from Primary

copies of data per

* Immutability: Safeguarded Copy for ilEsE: Storage

immutable point-in-time copies of production
data with policy-based control

* Isolation: Air Gap “offline by design” and
separation from other files

» Access Restrictions: Separation of duties
between different administration staff to
create a checks and balances approach




IBM Storage Scale Safeguarded Copy

6:00 9:00 12:00 15:00 18:00

e K
Recover
v

Backup Capacity

Production
SHEUC] SGC

Recovery
SHETC]

SafeGuarded
Backup 1

SafeGuarded
Backup 2
Restore

SafeGuarded
Backup 3

@
%
%

SafeGuarded
Backup 4

SafeGuarded
Backup 5

ruwny

10



Data Resiliency Services - Active Protection for Cyber Resiliency

Immutable Proactive 2

Copies of Data Monitoring

Created with IBM Safeguarded Copy Recommend integration with SIEM

Can not be changed once created such as IBM QRadar

sl Test / Validation
Automation .
of Data Copies

Recover data copies to isolated environment
to check they are corruption free

Test recovery procedures

Forensics & Diagnostics Services ?




IBM Storage Scale & Storage Scale System Security Related Papers

Securing Data on Threat Detection Using
IBM Spectrum Scale and IBM QRadar

An Enhanced Cyber Resiliency Solution

@ Redhooks

HIPAA Compliance for Healthcare
Workloads on IBM Spectrum Scale

@ Redhooks

IBM Spectrum Scale Functionality
to Support GDPR Requirements

@ Redhooks

IBM

IBM Spectrum Scale Immutability
Introduction, Configuration
Guidance, and Use Cases

@ Redhooks

IBM Spectrum Scale Security

@ Redhooks

IBM Spectrum Scale and IBM StoredIQ
Identifying and securing your business data to support
regulatory requirements

@ Redhooks

Privileged Access Management for

Secure Storage Administration
1BM Spectrum Scale with IBM Security Verify Privilege Vault

@ Redhooks

Cyber Resiliency Solution
for IBM Spectrum Scale
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