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        SpectrumScale – File system 

– watch folder will help to save a lot of resources for scanning MD 

– higher data rates  → more data  →  number of files/objects
– with higher #files in a file system -  a POSIX find may kick million IO‘s
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        SpectrumScale – File system 

Number of used inodes:            405627348 
Number of free inodes:           6250234839
Number of allocated inodes:      6655862187
Maximum number of inodes:        6655862187

– high efficient policy engine helps to find files, but need to scan millions of inodes
– policy engine can generate mio of IOs  

– watch folder will help to save a lot of resources for scanning MD 



Watchfolder – inotify stretched over cluster 

Challenges from inotify:

– inotify only knows „local events“, not sufficient for parallel 
  File systems

– distributed access means distributed events 

Solution with SpectrumScale :

– watchfolder is aware of all events from all nodes, by using central queue (kafka) 

– SpectrumScale ships  with kafka / watchfolder enablement  



– watchfolder can be enabled 
   upon filesets or directories

– Generate event on  access for

                   … open, read, write … 

– flexible according to 
                               Workload

       – uses policy engine / 
                               LWE  

Watchfolder – overview 
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– manage placement
– manage post processing
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data ingest
*** CLOSE () *** 



Why watchfolder

– create your own workflow 
– manage placement
– manage post processing

Tier 1 
Tier 2

data ingest
*** CLOSE () *** 

→ do something … here: migrate the file



Watchfolder – short introduction 

– WF was introduced with FAL 
– WF rely on central msg q



SpectrumScale – comes with Kafka 

[root@tlinc04 ~]# mmmsgqueue status 
Node                                    Contains  Broker    Contains  Zookeeper  

Name                                    Broker    Status    Zookeeper Status     

tlinc04.mainz.de.ibm.com                yes       good      yes       good       

tlinc05.mainz.de.ibm.com                yes       good      yes       good       

tlinc06.mainz.de.ibm.com                yes       BAD       no                   

[root@tlinc04 ~]# 



Watchfolder – some little examples / events 

IO Operation 
Command

Events Triggered 
Inotify

Events Triggered 
gpfs watch

cat OPEN, 
CLOSE_NOWRITE

OPEN, CLOSE_NOWRITE,  ACCESS

>> OPEN, MODIFY, 
CLOSE_WRITE

OPEN, ACCESS, CLOSE_WRITE

> (Output file doesn't exist) CREATE, OPEN, MODIFY, 
CLOSE_WRITE

CREATE, ATTRIB, ACCESS, OPEN, 
ACCESS, CLOSE_WRITE

> (Output file already exists) MODIFY, OPEN, MODIFY, 
CLOSE_WRITE

                ACCESS, OPEN, ACCESS,        
     CLOSE_WRITE

cp (source outside watched 
dir)

CREATE, OPEN, MODIFY, 
CLOSE_WRITE

CREATE, ATTRIB, OPEN, ACCESS, 
CLOSE_WRITE

Get an idea 
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Installation of watch folder with Spectrum Scale Toolkit



Howto get WF

[…] If they can use Watch Folder […]  that would be fine ….

 (but they'd need approval since it is in controlled rollout for now).[…] 

https://www.ibm.com/support/knowledgecenter/STXKQY_5.0.2/com.ibm.spectrum.scale.v5r02.doc/bl1ins_wfmanualinstall.htm



Requirements for WatchFolder

→ 5.0.2 or later

→ Watch folder can be enabled only for file systems that have been created or 
upgraded to IBM Spectrum Scale 5.0.2 or later with a file system version on 
20.01.

Miscellaneous requirements

Scale Advanced Edition or  Data Management Edition only.

 To use watch folder, you must first enable the watch folder feature. The watch 
folder feature provides a new method of monitoring and performing actions on 
file system events in IBM Spectrum Scale. Please contact your IBM Client 
Technical Specialist (or contact scale@us.ibm.com) to review your use case 
and receive instructions to enable the feature in your environment.
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How to use watch folder (5.0.3) – nice example

beer
version 5.0.3



IBM Confidential 2018 20

How to use watch folder (5.0.3)  - step 1 / your own Kafka

.. have your own Kafka ready .. 

.. start Zookeeper and create a topic .. 

KAFKA cluster

topic (test)

https://kafka.apache.org/quickstart
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How to use watch folder (5.0.3)  - step 1 / you own Kafka  

.. have your own Kafka ready .. 

https://kafka.apache.org/quickstart

.. start Zookeeper and create a topic .. 

KAFKA cluster

topic 
(test)
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How to use watch folder (5.0.3) – step 2 configure mmsqueue 

mmmsgqueue enable -N tlinc04,tlinc05,tlinc06

[…] 
[root@tlinc04 ~]# mmmsgqueue status -q
Node                                    Contains  Broker    Contains  Zookeeper 
Name                                    Broker    Status    Zookeeper Status    
tlinc04.mainz.de.ibm.com                yes       good      yes       good      
tlinc05.mainz.de.ibm.com                yes       good      yes       good      
tlinc06.mainz.de.ibm.com                yes       good      yes       good      
[root@tlinc04 ~]# 

.. it enables the GPFS embedded Kafka msg queue .. 

.. and and comes with Zookeeper  
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How to use watch folder (5.0.3) – step 3 nice example
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How to use watch folder (5.0.3) – step 3 nice example

beer
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How to use watch folder (5.0.3) – step 3 configure watch  

[root@nextbeer beer]# mmwatch beer status

mmwatch beer enable --fileset fromUK --events IN_CREATE --event-handler kafkasink --sink-brokers "kafka1:9092" --sink-topic test 
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How to use watch folder (5.0.3) – example  

mmwatch beer enable --fileset fromUK --events IN_CREATE --event-handler kafkasink --sink-brokers "kafka1:9092" --sink-topic test 

GPFS :   beer

For a whole fileset  : here … fromUK

For each new file
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How to use watch folder (5.0.3) – step 3 configure watch  

[root@nextbeer beer]# mmwatch beer status

mmwatch beer enable --fileset fromUK --events IN_CREATE --event-handler kafkasink --sink-brokers "kafka1:9092" --sink-topic test 

default: watch for all … 
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How to use watch folder (5.0.3) – step 3 configure watch  

mmwatch beer enable --fileset fromUK --events IN_CREATE --event-handler kafkasink --sink-brokers "kafka1:9092" --sink-topic test 

→ creates kafka producer for internal Kafka (GPFS)

→ creates topic

→ creates the policy , enables the policy to the filesystem

→ provides a consumer to retrieve events from GPFS Kafka and sends it to the 

    customer owned kafka 

The command does …. 
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How to use watch folder (5.0.3) – step 3 nice example

beer

consumer



Watch folder (5.0.3)

– you can create customized workflows 

– interact on data ingest, post process data

..some other ideas...

– migrate the file after close to another storage tier 
– scan the file   / Antivir
– automated process / document management (insurances)  
– tag the file with EA‘s 



Troubleshooting and Support

 Where to look first

 mmwatch – verify information about all currently running watches in the cluster

 /var/adm/ras/mmwf.log – primary log file for watch API and mmwatch command

 /var/adm/ras/mmfs.log (major problems with policy, watches, etc.) and 
/var/adm/ras/mmmsgqueue.log (problems with the message queue)

 CallHome integration

 Output of ‘mmwatch all list -Y’  and 
 inclusion of /var/adm/ras/mmwf.log

 GPFS snap integration

 Collect component logs: mmmsgqueue.log, mmaudit.log, mmwf.log

 Collect most important Kafka logs

 Collect all configuration in CCR and list of all active watches and topics

 GPFS trace support for watch folder API, level 4 FS usually sufficient



Watchfolder  can help to ….

– post or pre process data , without scanning all MD / name space

– speed up regular workload, by freeing IO resources  from long MD scans

– Audits / manage all events in a central queue (kafka)

– create / customize workflow 

– have fun ….  
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olaf.weiser@de.ibm.com
IBM Deutschland 
SpectrumScale Support Specialist
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